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About MD4di�erentialpaths.GaëtanLeurentAlgorithmResults A new algorithmOverviewInput: message di�eren
eOutput: full di�erential path (∂Qi and 
onditions)Basi
 IdeaBased on the su�
ient 
ondition algorithm.Goes from the last step to the �rst.Ea
h step sele
ts the di�eren
e on the state Qi ,the di�eren
e on the fun
tion Φi , and adds the 
onditions.Lots of re
ursivity, ba
ktra
king.Basi
 assumption: Φ′i = Φi , ie. absorb the di�eren
e.When we have a path up to the �rst round,there might be a di�eren
e in the IV.2 / 5



About MD4di�erentialpaths.GaëtanLeurentAlgorithmResults A new algorithmTurning pseudo-
ollision path into 
ollision pathWe run the algorithm again, usingthe previous path as a hint for the values of δΦi .We try to modify the path on the bitsthat will be
ome the IV di�eren
es.Indire
t 
orre
tion: if we 
an't 
an
el a di�eren
e,we introdu
e a new one that will allow to �x it.AdvantagesNo need to manually add some di�eren
es.Larger sear
h spa
e.Better results.3 / 5



About MD4di�erentialpaths.GaëtanLeurentAlgorithmResults Results with Wang's message di�eren
eWang's pathEuro
rypt 2005.Designed to �nd 
ollisions very e�
ently.Improved by Oswald and S
hlä�er.Our algorithm �nds a better pathwith the same message di�eren
e.Comparison of paths using this message di�eren
eNumber of 
onditions round 1 round 2 round 3 totalWang 96 25 2 123S
hlä�er and Oswald 122 22 2 146Our path 72 16 2 904 / 5



About MD4di�erentialpaths.GaëtanLeurentAlgorithmResults Results with Yu's message di�eren
eYu et al.'s pathCANS 2005.Designed to have a very low number of 
onditions(se
ond-preimage).Results on this pathAuthors 
laim 32 path using rotations of the path.A
tually, only 28 paths (fails on bit 17,20,26 and 28).Using bit 25, only 58 
onditions instead of 62.Good if you need only one path with very few 
onditions(eg. HMAC-MD4 atta
ks).5 / 5



About MD4di�erentialpaths.GaëtanLeurent The path with Wang's message di�eren
estep si δmi path ∂Φi ∂Qi Φ-
onditions and ≪-
onditions0 31 7 〈

N
[31]〉 〈

H
[31]〉 〈

N
[6]〉2 11 〈

H
[28],N[31]〉 〈

H
[7],N[10]〉 Q [6]0 = Q [6]

−13 19 Q [6]2 = 0, Q [7]1 = Q [7]0 , Q [10]1 = Q [10]04 3 〈

NH
[6,7]〉 〈

NNH
[9...11]〉 Q [6]3 = 0, Q [7]3 = 1, Q [10]3 = 05 7 〈

N
[13]〉 Q [7]4 = 1, Q [9]3 = Q [9]2 , Q [10]3 = 0, Q [11]3 = Q [11]26 11 〈

H
[10]〉 〈

NH
[10,11]〉 〈

H
[18]〉 Q [9]5 = 0, Q [10]5 = 1, Q [11]5 = 1, Q [13]4 = Q [13]37 19 Q [9]6 = 1, Q [10]6 = 1, Q [11]6 = 1, Q [13]6 = 0,Q [18]5 = Q [18]48 3 〈

N
[13]〉 〈

N
[13]〉 〈

H
[12],N[16]〉 Q [13]7 = 0, Q [18]7 = 09 7 〈

H
[12]〉 〈

H
[12]〉 〈

N
[19]〉 Q [12]7 = 1, Q [12]6 = 0, Q [16]7 = Q [16]6 , Q [18]8 = 110 11 〈

H
[29]〉 Q [12]9 = 0, Q [16]9 = 0, Q [19]8 = Q [19]711 19 Q [12]10 = 1, Q [16]10 = 1, Q [19]10 = 0, Q [29]9 = Q [29]812 3 〈

H
[16]〉 〈

N
[19]〉 〈

N
[19]〉 〈

H
[15],N[22]〉 Q [19]11 = 0, Q [29]11 = 013 7 〈

HHHN
[26...29]〉 Q [15]11 = Q [15]10 , Q [22]11 = Q [22]10 , Q [29]12 = 114 11 〈

N
[29]〉 〈

N
[29]〉 Q [15]13 = 0, Q [22]13 = 0, Q [26]12 = Q [26]11 , Q [27]12 = Q [27]11 ,Q [28]12 = Q [28]11 , Q [29]12 = 1, Q [29]11 = 015 19 〈

N
[28]〉 〈

HN
[28,29]〉 〈

N
[15]〉 Q [15]14 = 1, Q [22]14 = 1, Q [26]14 = 0, Q [27]14 = 0,Q [28]14 = 1, Q [29]14 = 116 3 〈

N
[15]〉 〈

N
[15]〉 〈

N
[25]〉 Q [15]14 6= Q [15]13 , Q [26]15 = Q [26]14 , Q [27]15 = Q [27]14 ,Q [28]15 = Q [28]14 , Q [29]15 = Q [29]1417 5 〈

N
[31]〉 Q [15]16 = Q [15]14 , Q [25]15 = Q [25]1418 9 Q [15]17 = Q [15]16 , Q [25]17 = Q [25]15 , Q [31]16 = Q [31]1519 13 〈

H
[16]〉 〈

H
[28]〉 Q [25]18 = Q [25]17 , Q [31]18 = Q [31]1620 3 〈

N
[31]〉 〈

H
[28],H[31]〉 〈

H
[28],N[31]〉 〈

N
[28],H[31]〉 Q [28]18 6= Q [28]17 , Q [31]19 6= Q [31]1821 5 〈

H
[31]〉 〈

H
[31]〉 Q [31]19 6= Q [31]1822 9 Q [31]21 = Q [31]1923 13 〈

N
[28]〉 〈

N
[28]〉 Q [28]22 6= Q [28]21 , Q [31]22 = Q [31]2124 3 〈

H
[28],N[31]〉25 526 927 1328 329 530 931 136 / 5



About MD4di�erentialpaths.GaëtanLeurent The path with Yu's message di�eren
estep si δmi ∂Φi ∂Qi 
onditions0 31 72 113 194 3 〈

N
[25]〉 〈

N
[28]〉5 7 Q [28]3 = Q [28]26 11 Q [28]5 = 07 19 Q [28]6 = 18 3 〈

N
[31]〉9 7 Q [31]7 = Q [31]610 11 〈

N
[31]〉 〈

H
[10]〉 Q [31]9 = 111 19 Q [10]9 = Q [10]8 , Q [31]10 = 112 3 〈

N
[2]〉 Q [10]11 = 013 7 Q [2]11 = Q [2]10 , Q [10]12 = 114 11 〈

H
[21]〉 Q [2]13 = 015 19 Q [2]14 = 1, Q [21]13 = Q [21]1216 3 〈

N
[5]〉 Q [21]15 = Q [21]1317 5 〈

N
[25]〉 〈

N
[5]〉 〈

N
[10],N[30]〉 Q [5]15 6= Q [5]14 , Q [21]16 = Q [21]1518 9 〈

H
[30]〉 Q [5]17 = Q [5]15 , Q [10]16 = Q [10]15 , Q [30]16 = Q [30]1519 13 Q [5]18 = Q [5]17 , Q [10]18 = Q [10]1620 3 〈

N
[8]〉 Q [10]19 = Q [10]1821 5 〈

H
[30]〉 〈

N
[15]〉 Q [8]19 = Q [8]18 , Q [30]20 6= Q [30]1922 9 〈

NH
[7,8]〉 Q [8]21 = Q [8]19 , Q [15]20 = Q [15]1923 13 Q [7]21 = Q [7]20 , Q [15]22 = Q [15]2024 3 〈

H
[8]〉 Q [7]23 = Q [7]21 , Q [8]23 6= Q [8]21 , Q [15]23 = Q [15]2225 5 〈

N
[20]〉 Q [7]24 = Q [7]23 , Q [8]24 = Q [8]2326 9 〈

H
[16]〉 Q [20]24 = Q [20]2327 13 Q [16]25 = Q [16]24 , Q [20]26 = Q [20]2428 3 Q [16]27 = Q [16]25 , Q [20]27 = Q [20]2629 5 〈

N
[25]〉 Q [16]28 = Q [16]2730 9 〈

H
[25]〉 Q [25]28 = Q [25]2731 1332 333 9 〈

H
[25]〉 Q [25]32 = Q [25]3134 11 〈

N
[25]〉35 1536 337 938 11 58 
onditions: 20 + 37 + 17 / 5
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